Privacy Policy of Xiaobin APP
Last Updated Date: November 28, 2025
Effective Date: December 1, 2025
Shenzhen Kaishuda Technology Co., Ltd. (hereinafter referred to as "we" or "Kaishuda") is well aware of the importance of personal information to you and is committed to protecting your personal privacy and information security. This Privacy Policy (hereinafter referred to as "this Policy") will detail how we collect, use, store, transmit, and share your personal information, as well as the scope, methods, purposes, and security protection measures involved, when you use Xiaobin APP (hereinafter referred to as "this APP") and related services. It also clarifies the rights you have regarding your personal information and how to exercise them.
Please carefully read and fully understand all contents of this Policy, especially the clauses marked in bold, before using this APP and related services. By clicking "Agree" or continuing to use this APP and related services, you are deemed to have fully understood and agreed to all provisions of this Policy. If you do not agree to this Policy, please do not use this APP and related services.
If you have any questions, comments, or suggestions about this Policy, you may contact us through the following method:
1. Contact Phone: 400-816-3668
1. Definition and Scope of Personal Information
"Personal Information" as mentioned in this Policy refers to various types of information recorded electronically or by other means that can identify a specific natural person individually or in combination with other information, or reflect the activities of a specific natural person. This includes but is not limited to name, contact information, device information, location information, and interaction data.
"Sensitive Personal Information" as mentioned in this Policy refers to personal information that may endanger personal or property safety, damage personal reputation or physical and mental health, or infringe other legitimate rights and interests of individuals if leaked, illegally provided, or abused. Examples include your biometric information, precise location information, and call content.
2. Personal Information We Collect and Collection Methods
We adhere to the principles of "legality, propriety, necessity, and integrity" and only collect personal information necessary for providing this APP and related services. We will not collect your personal information beyond the necessary scope.
(1) Personal Information You Voluntarily Provide
Account Registration and Login Information
When you register and log in to your account on this APP, we will collect your account name, mobile phone number/email address, and login password to complete identity verification, ensure account security, and provide basic services. In the subsequent use of services, you may voluntarily supplement information such as nickname, country/region code, and time zone to improve your account profile. Such supplementary information will not affect your use of basic services.
Feedback and Consultation Information
When you use the "Feedback and Suggestions" function in this APP, or consult questions or report equipment faults through customer service channels, we will collect your account ID, contact information (e.g., mobile phone number, email address), mobile device model, operating system version, as well as the feedback content and fault description you voluntarily submit. This helps us respond to your needs promptly and resolve issues.
Permission-Based Information (With Your Authorization)
To implement specific service functions, you may voluntarily authorize us to access relevant device permissions. We will only collect and use corresponding information within the scope of your authorization. You may revoke the authorization at any time through the settings of this APP or your device system (revoking authorization may cause some functions to fail to work properly, but will not affect basic services):
1. Location Information Permission: After you enable the location permission, we only collect the approximate location information of your device (e.g., city-level) to implement functions such as automatic adaptation of the APP interface language. We will not collect precise location information.
Permission Management Path: Enable/disable via "Me - Settings - Privacy Permission Settings - Location Permission" in this APP; or adjust through your device system settings.
1. Camera Permission: After you enable the camera permission, we only temporarily obtain the QR code information captured by the camera when you actively use the "Scan QR Code to Add Smart Device" function. We will not actively take or store other image content.
Permission Management Path: Enable/disable via "Me - Settings - Privacy Permission Settings - Camera Permission" in this APP; or adjust through your device system settings.
1. Photo Album Access Permission: After you enable the photo album permission, you can upload images from your album to report equipment faults (to assist us in locating problems) or customize settings on the device panel. We only obtain the image information you actively upload and will not access or read other contents in your album without permission.
Permission Management Path: Enable/disable via "Me - Settings - Privacy Permission Settings - Photo Album Permission" in this APP; or adjust through your device system settings.
1. Microphone Permission: After you enable the microphone permission, you can use functions such as voice calls, two-way intercom, and voice control. We only collect voice data when you use these functions to implement real-time interaction or command recognition.
Permission Management Path: Enable/disable via "Me - Settings - Privacy Permission Settings - Microphone Permission" in this APP; or adjust through your device system settings.
1. Notification Permission: After you enable the notification permission, we will send you service-related notifications (e.g., device status reminders, alarm information, service maintenance notifications). If you have purchased security-related services, this permission ensures you receive real-time device status updates promptly.
Permission Management Path: Enable/disable via "Me - Message Center - Notification Settings" in this APP; or adjust through your device system settings.
1. Bluetooth/Wi-Fi Permission: After you enable the Bluetooth/Wi-Fi permission, you can implement functions such as device network configuration, connection, and control. We only transmit necessary control commands and device status information via Bluetooth/Wi-Fi during device interaction and will not collect other network data.
Permission Management Path: Enable/disable via "Me - Settings - Privacy Permission Settings - Bluetooth/Wi-Fi Permission" in this APP; or adjust through your device system settings.
(2) Personal Information We Automatically Collect
Mobile Device Information
When you use this APP and related services, to ensure the normal operation of services, optimize the service experience, and prevent security risks, we will automatically collect information about your mobile device, including device model, operating system type and version, unique device identifiers (e.g., IMEI, Android ID, IDFA), network type, device operating status, and application installation list. Such information is only used for technical maintenance and service optimization and will not be used to identify your personal identity.
Smart Device-Related Information
After you connect Xiaobin Emotional Companion Robot (hereinafter referred to as "Smart Device") to this APP, we will automatically collect smart device-related information to implement services such as device control, status monitoring, and function adaptation:
1. Basic Information of Smart Device: Including device name, device SN code, device model, online status, activation time, firmware version, application version, algorithm version, and upgrade records. This information is used for device identification, service adaptation, and fault troubleshooting.
1. Interaction Data of Smart Device: Depending on the model of the smart device you use, we will collect interaction data generated during the device operation. For example, for the RO01 Robot, this includes conversation content, conversation time, conversation voice, and operation command records. Such data is only used to optimize emotional companion functions (e.g., voice recognition accuracy, scenario adaptation capabilities) and ensure interaction continuity. We will desensitize the voice data (e.g., remove personal identification information).
3. Purposes and Rules for Using Personal Information
We strictly use your personal information in accordance with the provisions of this Policy. Without your explicit consent or authorization by laws and regulations, we will not use your personal information for other purposes:
1. Provide you with basic services: Including core services such as account management, device connection and control, function settings, and data synchronization;
1. Optimize service experience: Improve the function design and performance of this APP and smart devices based on the collected device information and interaction data to enhance service stability and user experience;
1. Ensure security and compliance: Used for account security verification, risk monitoring (e.g., identification of abnormal logins and malicious operations), and fault troubleshooting to prevent illegal and irregular acts such as cyber attacks and fraud, and protect your legitimate rights and interests;
1. Respond to your needs: Handle your feedback, consultations, and fault repair requests, and provide customer service support;
1. Send service notifications: Within the scope of your authorization, send you necessary notifications such as device status reminders, service update announcements, and security alerts. You can disable non-essential notifications through permission settings;
1. Other purposes permitted by laws and regulations: For example, using your personal information to fulfill legal obligations, respond to public health emergencies, or protect public interests or the legitimate rights and interests of others.
4. Storage and Protection of Personal Information
(1) Storage Method and Duration
1. Storage Method: Your personal information will be stored on secure servers built by us or on compliant third-party cloud service platforms (e.g., Alibaba Cloud, Tencent Cloud) that we entrust. The storage location is in the Chinese Mainland, which complies with the legal requirements for data storage.
1. Storage Duration: We only store your personal information for the period necessary to achieve the purposes specified in this Policy. After the storage period expires, we will take measures such as deletion and anonymization to ensure that your personal information is no longer used for any business purposes.
10. Account Information: During the existence of your account, we will continuously store your account registration information to ensure your normal use of services. After you cancel your account, we will complete the deletion or anonymization of your account information within 15 working days (unless otherwise specified by laws and regulations).
10. Interaction Data and Device Information: Stored for a reasonable period necessary to achieve purposes such as service optimization and fault troubleshooting (generally no more than 1 year), and will be automatically deleted after the period expires.
10. Feedback and Consultation Information: Stored for 6 months after your problem is resolved, and will be automatically deleted after the period expires.
(2) Security Protection Measures
We have established a sound personal information security management system and adopted security protection measures combining technology and management to ensure the security of your personal information:
1. Technical Protection: Adopt technical means such as encrypted transmission (HTTPS protocol), encrypted data storage, access permission control, firewalls, and intrusion detection to prevent the leakage, tampering, and loss of personal information;
1. Management Specifications: Clarify the responsibility and authority for each link of personal information processing, conduct security training and confidentiality assessments for employees who have access to personal information, and sign confidentiality agreements;
1. Emergency Response: Formulate an emergency plan for personal information security incidents. In the event of security incidents such as information leakage or tampering, we will promptly take remedial measures and notify you and relevant regulatory authorities in accordance with the requirements of laws and regulations.
5. Sharing, Transfer, and Public Disclosure of Personal Information
(1) Sharing
We will not share your personal information with any third-party companies, organizations, or individuals, except in the following circumstances:
1. Obtain your explicit written consent;
1. Necessary for fulfilling obligations specified by laws and regulations, responding to public health emergencies, or protecting public interests or the legitimate rights and interests of others;
1. Sharing with our affiliated companies: Affiliated companies shall use your personal information in accordance with the purposes specified in this Policy. If an affiliated company changes the purpose of use, it shall obtain your consent separately;
1. Sharing with third-party service providers: To implement core functions of this APP (e.g., voice recognition, cloud storage), we may share necessary personal information (e.g., voice data, device information) with strictly screened third-party service providers. However, we will sign data processing agreements with third parties, clarify their data processing authority and security responsibilities, require them to process personal information only within the authorized scope, and supervise their data processing activities.
(2) Transfer
We will not transfer your personal information to any third party, except in the following circumstances:
1. Obtain your explicit written consent;
1. Transfer is required due to business changes such as company merger, division, acquisition, reorganization, or bankruptcy liquidation, and the transferee undertakes to continue complying with the personal information protection obligations specified in this Policy. If the transferee changes the purpose of processing, it shall obtain your consent separately.
(3) Public Disclosure
We will not publicly disclose your personal information, except in the following circumstances:
1. Obtain your explicit written consent;
1. Necessary for fulfilling obligations specified by laws and regulations, responding to public health emergencies, or protecting public interests or the legitimate rights and interests of others, and reasonable measures have been taken to protect your privacy and security.
6. Your Rights Regarding Personal Information
In accordance with the Personal Information Protection Law of the People's Republic of China and other relevant laws and regulations, you enjoy the following rights regarding your personal information, and we will provide you with convenient channels to exercise these rights:
1. Right of Access: You have the right to access your personal information such as account information, device binding information, and permission setting records. You can view this information via "Me - Settings - Personal Information Management" in this APP;
1. Right of Correction: If you find errors in your personal information (e.g., incorrect nickname or contact information), you have the right to request us to correct it. You can modify it yourself through the relevant function modules in this APP or contact customer service for assistance;
1. Right of Deletion: Under circumstances specified by laws and regulations (e.g., the information we collect exceeds the necessary scope, or you cancel your account), you have the right to request us to delete your personal information. You can submit a deletion application by contacting customer service;
1. Right to Withdraw Consent: You have the right to withdraw your authorization for relevant permissions of this APP (e.g., camera, microphone permissions) at any time through the settings of this APP or your device system. Withdrawing consent will not affect the validity of personal information processing activities conducted based on your previous consent;
1. Right to Cancel Account: You have the right to cancel your account on this APP. The cancellation path is "Me - Settings - Account Security - Account Cancellation". After account cancellation, we will stop providing services to you and delete or anonymize your personal information in accordance with the provisions of this Policy (unless otherwise specified by laws and regulations);
1. Right to Complain and Report: If you believe that our personal information processing activities violate laws and regulations or the provisions of this Policy, you can complain and report to us via the contact phone. We will respond within 15 working days after receiving the complaint.
7. Protection of Minors
We attach great importance to the protection of minors' personal information. If you are a minor under the age of 18, you must use this APP and related services under the guidance of a guardian and have the guardian agree to this Policy on your behalf. We will not collect personal information of minors beyond the scope necessary for services. If a guardian finds that a minor's personal information has been improperly collected, they may contact us to request deletion or correction.
8. Changes to This Privacy Policy
We may revise this Policy in accordance with updates to laws and regulations or adjustments to service functions. If there are major changes to this Policy (e.g., changes to the scope of personal information collection, purpose of use, or sharing rules), we will notify you through a prominent position in this APP (e.g., pop-up window on the homepage, announcement on the settings page) or via the contact information you provided (e.g., SMS, email). The revised Policy will take effect after the notification is delivered or on the effective date specified in the announcement. If you do not agree to the revised Policy, you may stop using this APP and related services. Continuing to use the services will be deemed as your consent to the revised Policy.
We encourage you to review this Policy regularly to learn about the latest privacy protection measures. The revision history of this Policy can be viewed via "Me - Settings - Privacy Policy" in this APP.
9. Disclaimer
1. You shall properly keep your login credentials such as account name and password. We shall not be liable for the leakage of personal information caused by your own reasons (e.g., password leakage, account lending);
1. We shall not be liable for the leakage or loss of personal information caused by force majeure (e.g., natural disasters, network outages) or third-party infringement (e.g., cyber attacks, malicious software) that is not due to our fault. However, we will do our best to assist you in reducing losses;
1. We shall not be liable for privacy leakage caused by your disclosure of personal information on third-party platforms (e.g., app stores, social platforms), which is unrelated to us.
10. Contact Us
If you have any questions, comments, or suggestions about this Policy, or need to exercise your rights regarding personal information or make a complaint or report, you may contact us through the following methods:
1. Contact Phone: 400-816-3668
[bookmark: _GoBack]We will respond to your request within 15 working days after receiving it.
